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Abstract

The uplink and downlink transmissions in most backscatter
communication systems are highly asymmetric. The downlink
transmission often suffers from its short range and vulnerabil-
ity to interference, which limits the practical application and
deployment of backscatter communication systems. In this
paper, we propose passive DSSS to improve the downlink com-
munication for practical backscatter systems. Passive DSSS
is able to increase the downlink signal-to-interference-plus-
noise ratio (SINR) by using direct sequence spread-spectrum
(DSSS) techniques to suppress interference and noise. The key
challenge lies in the demodulation of DSSS signals, where the
conventional solutions require power-hungry computations to
synchronize a locally generated spreading code with the re-
ceived DSSS signal, which is infeasible on energy-constrained
backscatter devices. Passive DSSS addresses such a challenge
by shifting the generation and synchronization of the spread-
ing code from the receiver to the gateway side, and therefore
achieves ultra-low power DSSS demodulation. We prototype
passive DSSS for proof of concept. The experimental results
show that passive DSSS improves the downlink SINR by
16.5 dB, which translates to a longer effective downlink range
for backscatter communication systems.

1 Introduction

Passive communication is expected to be a promising con-
nectivity paradigm for building Internet of things (IoT) due
to its ultra-low power and low-cost features. Significant ef-
forts have been put into improving the backscatter link of
passive communication, in terms of range [43, 49, 53-56],
robustness [23,33,59], and interoperability with commercial
radios like Wi-Fi [25,26] and LoRa [43,49]. In particular,
unlike RFID that communicates while harvesting RF power,
advanced backscatter communication decouples the commu-
nication from RF power harvesting [50], and thus becomes
a low-power communication solution for IoT devices with
longer communication range and limited power supplies (e.g.,
with small batteries or energy harvesting modules).

effective network range
backscatter devices
~10 meters lﬂ]
_—

downlink

100’s of meters lm,‘

uplink (backscatter) (no control

t
gateway from gateway)

Figure 1: Passive DSSS addresses the asymmetric link issue
by empowering the downlink with interference resilience.

Practical deployment of backscatter communication sys-
tems faces major challenges in communication asymmetry.
As Fig. 1 shows, the backscatter link (uplink) of passive com-
munication and its downlink are often highly asymmetric,
where the downlink transmission has poorer performance than
the uplink in terms of its range and interference resilience. In
most backscatter communication systems, we have a powerful
gateway that can be comprehensively designed to demodulate
and decode noisy signals on the backscatter uplink. On the
downlink, however, receivers on backscatter devices are low
power operated and vulnerable to interference and noise.

In practice, IoT devices often need downlink controls. For
example, when a communication collision occurs among mul-
tiple backscatter devices, the gateway needs to send downlink
controls to mediate those devices so as to resolve the collision.
Other useful downlink transmissions include scheduling trans-
missions [15], synchronizing networks [12], sending wake-up
packets [22], controlling sensors [28] and implementing over-
the-air (OTA) firmware update [61] and so on. The poor com-
munication performance of the downlink becomes a major
limit to the range of the backscatter communication system.

In this paper, we ask whether it is possible to significantly
improve the downlink resilience to interference. Essentially,
for improving the downlink communication, we need to in-
crease the signal quality in terms of signal-to-interference-
plus-noise ratio (SINR). Rather than increasing the trans-
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mission power of the downlink signal which is essentially
limited by radio spectrum regulators like FCC [7] and may
lead to undesired extra interference, in this paper we look for
a solution that suppresses the interference on the other hand.
We make use of spread-spectrum modulation schemes (e.g.,
DSSS) to suppress interference and noise. However, to the
best of our knowledge, none of the existing spread-spectrum
schemes can directly work for the downlink of backscatter
systems. Specifically, those spread-spectrum systems require
the receiver to incorporate a high frequency oscillator to cor-
relate with the received spread-spectrum signal [6], which
inevitably incurs high power consumption that is undesirable
for energy-constrained backscatter devices.

We present passive DSSS, the first direct sequence spread-
spectrum (DSSS) technique for passive communication to
suppress interference and noise. As Fig. 2(a) shows, in con-
ventional DSSS communication, the receiver requires com-
plex receiver circuitry and expensive computations for syn-
chronization between the received DSSS signal and locally
generated spreading code. Specifically, the DSSS transmitter
spreads the frequency spectrum of baseband signals across a
wider band by modulation with a pseudorandom spreading
code. The DSSS receiver strips off the spreading code and
retrieves the original baseband by de-spreading (demodulat-
ing) the received signal with a synchronized replica of the
spreading code. The de-spreading process requires computa-
tionally expensive synchronization between the DSSS signal
and local spreading code, which is infeasible on backscatter
devices.

To address the challenges associated with the complicated
de-spreading of DSSS demodulation, the proposed solution
offloads the spreading code generation and synchronization
from the backscatter device to the gateway side. As shown
in Fig. 2(b), the gateway transmits the DSSS signal and the
spreading code reference simultaneously via two separate
channels to the receiver. As the spreading code is inherently
synchronized with the DSSS signal at the transmitter side,
there is no more need for synchronization at the receiver side
for de-spreading. The spreading code can be stripped off
by combining the two channels together after removing the
carrier waves. To achieve passive DSSS in practice, we need
to address the following three technical challenges.

Challenge-1. Conventional DSSS systems suppose that the
receiver can estimate phase information of the channel. How-
ever, obtaining phase information needs the use of a local
oscillator operating at the carrier frequency, which is infea-
sible on backscatter devices. In passive DSSS, we leverage
the envelope of an RF carrier to convey the DSSS signal (§ 3).
Specifically, the gateway transmits the spreading code by mod-
ulating the amplitude of the carrier, while the baseband signal
is communicated by modulating the phase difference between
the synchronized spreading codes in each individual channel.
The receiver reconstructs the baseband by comparing the two
spreading codes.

—=
Carrier signal DSSS signal
(contain Recovered signal
baseband)
spreading code correlation & | jocal spreading
synchronization code
(a) Conventional DSSS

—,

channel 1
envelope

detector

Carrier 1
(contain
baseband)

Recovered
spreading code

—Z7 signal
channel 2
envelope

detector

Carrier 2

(b) Passive DSSS

Figure 2: Passive DSSS shifts the synchronization of the
spreading code to a gateway, thereby enabling backscatter
devices to demodulate DSSS transmission.

Challenge-2. The two separate channels to convey the
DSSS signal and the spreading code may experience differ-
ent interference effects in practice. In conventional DSSS
receivers, interference is suppressed by multiplying with a
spreading code in the de-spreading process. In passive DSSS,
however, the de-spreading process performs the multiplica-
tion of two channel signals, thus leading to an interference
composition (the product of interference signals from two
channels). We explore the fact that the interference signals
between the separate channels are often independent of each
other and propose a solution (§ 4) to suppress the interference
composition by calculating the cross-correlation between the
two interfered signals.

Challenge-3. Conventional correlation operation requires
power-consuming digitization and signal processing which
cannot be accommodated on backscatter devices. To over-
come this challenge, we design an interference cancella-
tion circuit with analog components to compute the cross-
correlation (§ 5). As the received signals from two channels
are already multiplied with each other in the de-spreading pro-
cess, the interference cancellation circuit mainly performs the
integration of the signal output from the de-spreading process
in analog domain. The original baseband signal predominates
in the output of the cancellation circuit.

We build a prototype system for proof of concept. We im-
plement the gateway with NI USRP 2922 and implement the
passive DSSS receiver with commercial off-the-shelf (COTS)
hardware components. The passive DSSS receiver consumes
166.5 uW power when demodulating the DSSS signals ro-
bustly with 1 MHz bandwidth. We evaluate the prototype sys-
tem with realistic communication environments with RFID
and LoRa interference. We also conduct stress-testing experi-
ments to examine the performance of passive DSSS in terms
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of BER with different noise and interference levels. The re-
sults show that passive DSSS can gain an SINR improvement
of 16.5 dB over conventional receivers on backscatter devices.
The higher SINR translates to a longer effective downlink
range for backscatter systems. Our experimental results show
that the effective downlink range is extended by up to 52 m
with 20 dBm transmission power, which is 3x longer than
what can be offered by conventional receivers.

2 Preliminary

This section describes the preliminary knowledge before we
come to the design of passive DSSS, including descriptions
of the reason why DSSS techniques can suppress interfer-
ence, and the synchronization problem to achieve DSSS on
backscatter devices.

2.1 A Primer for Conventional DSSS

DSSS is a spread-spectrum modulation technique primarily
used for reducing overall signal interference. While DSSS
is also employed to achieve concurrent transmissions by the
code-division multiple access (CDMA) method in wireless
systems (e.g., cellular and GPS), this paper aims to exploit
the interference resilience of DSSS to improve the downlink
of backscatter communication systems.

Non-spread spectrum wireless communication transmits
baseband information by modulating an RF carrier, which
can be treated as a narrowband signal that is easily disturbed
by any other interferers in the same band. The idea behind
spread-spectrum is to use a wider bandwidth than the original
baseband (typically 10-60 dB), and therefore diffuses the
information across a larger bandwidth, which allows recovery
of the transmitted signal even when a part of the spectrum is
significantly impaired by narrowband interference.

To achieve DSSS transmission, spread-spectrum modula-
tion is applied on top of conventional modulation by multi-
plication with the corresponding spreading code before trans-
mission. The spreading code is a pseudorandom sequence
with a much higher data rate than the baseband. The produced
signal stream thus has a higher data rate and occupies a wider
signal bandwidth.

A despreading operation at the receiver side reconstitutes
the information in its original bandwidth. The received signal
is multiplied by a replica of the spreading code é(¢) in order
to regenerate the original data. The despreading operation can
be mathematically represented as:

received signal

——
[b(1)e(r) +1(1)]-¢(7)

= b(t)c(t)elt) + 1()e(r) 1)
—_———
despreading suppression

where b(t) is the original baseband signal, c(7) represents the
spreading code, and (z) refers to the interference. If é(¢) is
precisely synchronized with ¢(¢), we say é(r) = ¢(¢). Since
c(t) = £1, the product ¢(¢)é(¢) is unity when they are syn-
chronized, so that the first term (despreading) is equal to the
desired baseband b(t). In the second term (suppression), the
interference signal is multiplied by the spreading code, which
spreads the interference spectrum. As the spread interference
features much higher data rates than the baseband signal, we
can remove the interference with a low pass filter (LPF).

2.2 Problem of DSSS Synchronization

If the spreading code is synchronized, the output of a despread-
ing operation will be a correct baseband signal. Otherwise,
the received spread-spectrum signal cannot be demodulated
correctly because c¢(¢)é(¢) will be a noise-like rapidly moving
code which hides the baseband signal. It is difficult for a re-
ceiver to accurately recover the slow baseband signal without
having an exact replica of the spreading code.

The synchronization process, however, requires that the
DSSS receiver performs phase estimation and intensive com-
putation, neither of which is suitable for backscatter devices.
Specifically, the synchronization is often accomplished with
two steps, i.e., acquisition and tracking. First, acquisition de-
termines the phase of the spreading sequence in the received
signal. The tracking step then continuously maintains the
best alignment between the locally generated spreading code
and the received DSSS signal. Although prior works have
proposed low-power DSSS techniques [6, 13,21, 34,36] to
reduce the power consumption for synchronization, they are
designed for active radios in which power-starving oscillators
and analog-to-digital converters (ADC) are employed in their
architectures. Those components typically consume at the
scale of mW, which is still higher than what can be afforded
on backscatter devices.

There are also prior works that apply DSSS in RFID sys-
tems. Arthaber et al. [2] adopt DSSS to increase the tag-
to-reader communication range for RFID, in which each
backscatter tag is assigned a unique spreading code to en-
code the backscatter data. Some works employ CDMA to
address the problem of collisions [38, 59, 62] in RFID net-
works. The code is designed to be orthogonal and thus allows
an RFID reader to decode the transmitted data even in pres-
ence of collisions. Those works, however, are designed for
the uplink transmission from the backscatter tag to the reader,
where the power consuming and computationally expensive
synchronization process is performed at the reader side.

A recent work ucode [41] proposes a CDMA-like method
to turbocharge tag-to-tag backscatter communication. Instead
of using a pseudorandom spreading code, ucode leverages a
periodic signal with an alternating one-zero sequence in the
transmission to avoid the synchronization at the receiver side.
However, the periodic signal is unable to spread the baseband
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Figure 3: Comparison between conventional DSSS and pas-
sive DSSS transmission

signal over a wide frequency band and thus cannot offer the
desired anti-interference feature. In conclusion, in order to
suppress interference, passive DSSS has to make use of the
spreading code in the downlink transmission and address
the synchronization problem at the receiver on backscatter
devices.

3 Passive DSSS Modulation and Transmission

We design a passive DSSS modulation scheme for spread-
spectrum signal transmissions without phase estimation on
the receiver side. The basic intuition comes from an observa-
tion, where receivers on backscatter devices can effectively
detect the amplitude information from the incoming signal
with simple envelope detection. The envelope detector can be
built with passive components such as resistors, capacitors and
diodes, and is thus ultra-low power in nature. The designed
passive DSSS may utilize the envelope of the carrier signal to
convey synchronized spreading codes in two individual chan-
nels and leverage the phase difference between the spreading
codes to represent the baseband information. Specifically, the
gateway conveys an unmodulated spreading code ¢(¢) via one
channel (channel 2 as illustrated in Fig. 3(b)) by modulat-
ing the envelope of the RF carrier with on-off keying (OOK)
modulation. In the other channel (channel 1), the gateway si-
multaneously conveys a modulated spreading code b(¢) & c(7)
where the baseband modulates the phase of the spreading
code. With the above, the passive DSSS receiver can reconsti-

Table 1: XOR operation works as BPSK modulation to the
spreading code c(t).

b(t) | c(t) | b(t)Dc(r)
no phase change { 8 (l) (1)
T phase change { } (1) (1)

tute the baseband by comparing the phase shift between the
received signals from the two channels.

Figure 3 presents a comparison between the modulation
schemes of conventional and passive DSSS. To convey the
baseband information by the phase difference, passive DSSS
employs an XOR operation to apply the binary phase shift
keying (BPSK) modulation to the spreading code. Table |
shows the truth table of two inputs and their XOR output. We
see that when b(¢) = 0, the XOR output has no change to c(z),
whereas when b(¢) = 1 the output is inverted, performing a 7
phase change to the spreading signal ¢(¢). Therefore, the two
spreading codes carried in the two channels are b(t) ® c(t)
(channel 1) and ¢(¢) (channel 2) respectively.

At the receiver side, the passive DSSS transmission is de-
modulated with two steps. First, the spreading code carried in
each channel is obtained with envelope detection. Second, the
baseband signal can be recovered by despreading, where an
XOR gate is employed to perform symmetrical BPSK demod-
ulation by combining the spreading codes from both channels.
Since the spreading codes b(t) ® ¢() and ¢(z) are synchro-
nized by transmission, the XOR gate derives b(¢) @ c(t) D c(r)
and retrieves the baseband b(t).

4 Interference Suppression

We have described the basic idea of passive DSSS. In this
section, we discuss the rationale of interference suppression
provided by passive DSSS.

4.1 Realistic Interference Signals

ISM bands are often approved for license-free which can be
used without a government license. This means that multiple
types of radio applications may share the same radio spectrum
and interfere with each other. This issue increasingly chal-
lenges the receivers on backscatter devices because their poor
performance cannot provide interference-tolerant downlink
communication.

We survey ambient RF signals in 915MHz and 2.4GHz
ISM bands in practice at an office and a shopping mall, re-
spectively. In experiments, we use the Keysight N9912A RF
handheld analyzer to collect the in-band signals and observe
the spectrum of those signals. To quantitatively identify which
signals are potential interference, we run two wireless sys-
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Figure 4: (a) RF interference measurement setup. Typical interference signals (b) and (c) in ISM bands.

tems in our experiments, where one is a 915MHz backscatter
system with 1 Mbps chirp modulation, and the other is for
200 kbps downlink ASK transmission to a 2.4GHz backscat-
ter tag. Figure 4(a) presents the experiment setup. With an
observation over one week, we summarize three common
interference types observed in below.

* Harmonics: Backscatter signals are generated by switch-
ing the antenna impedance between different loads. The
harmonics when backscattering may result in interfer-
ence in adjacent frequencies, which even spreads over a
wide band (Fig. 4(b)). Although prior works exploited
solutions including single sideband backscatter [18] and
backscatter harmonic cancellation [49] to reduce the har-
monic interference, some other backscatter systems may
intentionally create stronger harmonics to convey infor-
mation such as cross frequency communication [1] and
localization [35]. Therefore, the harmonics may have a
strong presence in ISM bands, leading to disturbance to
backscatter networks.

* Adjacent in-band signals: The second type of inter-
ference is the disturbance from adjacent band signals.
Fig. 4(c) presents an example where the backscatter tag
receives the adjacent signal within the receiving band,
which causes significant interference to the downlink
transmission. Although some digital band-pass filtering
techniques may be applied to remove the adjacent inter-
ference, they are often computationally expensive and
thus unfits for backscatter devices.

* Overlapping signals: The third case is when two signals
overlap in frequency and become interference to each
other. Although existing RFID systems provide the fre-
quency hopping mode, it is only available for preventing
interference on the uplink in dense reader environments,
and cannot resist interference on the downlink.

As a consequence, existing receivers on backscatter devices
do not have an effective solution against the realistic interfer-
ence existing in ISM bands. In the next portion, we illustrate
how passive DSSS suppresses the interference in principle.

4.2 Interference Suppression in Passive DSSS

We take all of the above interference signals into account.
Mathematically, the interference signal is added to the re-
ceived signal. We denote the received signal with interference
atchannel 1 by Sy (¢)+1;(¢), where S| () represents the DSSS
signal envelope transmitted from the gateway, and /; (¢) is a
bipolar interference effect on the signal envelop. If 7, () is a
negative value, a bit “1 — 0” error may occur, and vice versa.
Similarly, the received signal at channel 2 can be represented
as Sp(t) + ().

As illustrated in § 3, the received envelopes from the two
separate channels are input into an XOR gate for de-spreading
and interference suppression. Such a process can be formu-
lated as:

[S1(8) + 1 (1)] & [S2(r) + a2 (1)]

As XOR operation for binary signals can be derived by a &
b = a+ b —2ab, the above process can be written as:

S1(t) +S2(t) — 281 (¢) - S2(1)

@ despreading
+[1=28@)]-L(t)+[1—-28(2)] - L(r)
@ suppression
- 2L(1) L(1) 2

3 product of interference

where the first term (I) is equal to S} (z) ® S»(¢), thereby per-
forming the de-spreading operation to regenerate the base-
band signal.

The second term (2) contains the interference signals 7; (¢)
and L(¢) from the two channels, which however are sup-
pressed by the spreading code from the other channel, re-
spectively. To understand this, we say that S;(¢) and S»(¢)
are polar envelope signals (between 0 and 1) that comprise
the spreading code, while 7, (¢) and () are bipolar signals
(between -1 and +1) representing the possible information
disturbance (bit 1 — 0 or bit 0 — 1). Therefore, the term
1 —28(¢) is equivalent to converting S (¢) to a bipolar signal
and inverting its polarity, which does not change the spreading
code in terms of data rate. Hence, the interference effects in
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the second term are suppressed by the multiplication with the
bipolar spreading code.

However, the third term @) does not contain the spread-
ing code. The product of the two interference compositions
is still an interference signal to baseband. To mitigate the
interference, existing solutions can be categorized into the
following three types. First, the receiver may divide the re-
ceived signal bandwidth into multiple sub-bands, and then
position sub-band notch filters (band-stop) to suppress the
interferer [8,9,42]. Second, statistical methods may be used
at the receiver to average the interference signal over multiple
symbols [63]. Third, feedback loop mechanisms may be used
to enhance the desired signal by iterative correlation [10], in
which each loop iteration makes the desired signal cleaner. All
of the above methods, however, require power-starving digital
signal processing [37] which is not suitable for backscatter
devices.

Fortunately, we observe that the two interference signals
in each individual channel are almost independent of each
other. To verify this, we conduct a one-week measurement
in real environments. In 915 MHz ISM band, we turn on
the backscatter tag in Fig. 4(b) to emulate interference from
backscatter networks. In 2.4 GHz ISM band, we choose an
in-door environment where two Wi-Fi routers and a number
of Bluetooth devices operate. At least ten Wi-Fi channels
and sixteen Bluetooth channels have strong signal presence.

0 20 40 60 80 100 120
Time (us)

Figure 6: The signal envelope distorted by interference is full
analog.

We employ a USRP to arbitrarily pick two separate channels
with 1 MHz bandwidth in the ISM bands respectively, and
compute the correlation between the interference signals over
the two channels. Figure 5 plots the results of the correlation
between the two interference signals and their envelopes. If an
interference signal resembles the other one, the correlation co-
efficient will be close to 1. We see that the overall correlation
remains statistically very low, indicating almost uncorrelated
interference signals.

Given the low interference correlation, we can cancel the
interference signals after the de-spreading by computing the
correlation of the two interference compositions in the third
term, given by:

T
/O L) b(t)dt ~ 0 3)

where T is the duration of the de-spreading process that pro-
vides the calculation of the dot product operation. In section
§ 6.4.2, we evaluate the performance of passive DSSS over
the interference of different correlation coefficients.

5 Low Power DSSS De-spreading

In this section, we present the hardware design to implement
the design rationale described in 4.2. At a high level, the pas-
sive DSSS receiver first obtains the envelopes of the spread-
spectrum signals and inputs the envelope waveforms into an
XOR gate for despreading. The receiver further employs a
hybrid analog-digital computing circuit to derive the signal
correlation in order to suppress the interference.

5.1 Despreading Process

We combine the two envelope signals with an XOR gate to
perform the despreading process. However, when the trans-
mission is disturbed by interference in the wireless channels,
the signal envelope captured from the air is fully analog as
shown in Fig. 6. The XOR gate is a digital component and
thus only accepts digital signal inputs, meaning that the pas-
sive DSSS receiver has to digitize the envelope signals before
the despreading process. Conventional DSSS receivers in ac-
tive radios realize digitization with two steps — sampling the
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Figure 7: Passive DSSS receiver hardware design.

voltage signal with a precise ADC (e.g., 8-12 bit) and then dis-
criminating the binary value according to a decision-making
criterion (e.g., maximum likelihood estimation). The two
steps involved in active radios are not feasible on backscatter
devices due to the high power consumption. Additionally, due
to frequency selective fading on the two separate channels, the
received envelope signals may experience different amplitude
attenuation, meaning that the two-channel signals should not
be directly combined without normalization.

Passive DSSS receivers adopt an ultra-low power digitiza-
tion method, where a one-bit ADC (i.e., comparator) is used
instead of a high precision ADC to threshold the analog enve-
lope signals, and discriminate the digital value by its moving
average. Specifically, the comparator compares the analog
envelope voltage and the moving average of the envelope
in order to distinguish between the two binary levels at the
output of the envelope detector. The moving average is auto-
matically computed by an RC low-pass circuit at one input
of the comparator, and thus creates a dynamic threshold for
digitizing different input signal amplitudes. In addition, the
one-bit ADC also normalizes the received signal from each
channel, so the output of digitization can be directly supplied
to the XOR gate for DSSS despreading.

Figure 7 gives the hardware design of the passive DSSS
receiver. The two receiver branches are designed symmetri-
cally in order to maintain the synchronization of the received
spread-spectrum signals between the two channels. The band-
pass filters (BPF) are employed to achieve frequency band
selection that isolates the signal from the other channel. The
envelope detector then removes the carrier waves of the in-
coming signals in both channels and outputs the envelope
waveforms. Further, the one-bit digitization circuit digitizes
the disturbed envelopes and sends them into the XOR gate
for the despreading process.

5.2 Analog-Digital Correlation Computation

Another problem to achieve the passive DSSS receiver is that
computing correlation involves intensive computations [14]
that are unacceptable to backscatter devices. To address this,
we design a hybrid analog-digital computing circuit (see
Fig. 7) to compute the correlation for interference suppression
with ultra-low power. At a high level, the XOR gate performs
a digital operation which comprises the multiplication of the

compute integration

Figure 8: Passive DSSS receiver prototype.

two interference signals (Eq. 2, the third term). Therefore, we
further design an analog interference cancellation circuit to
compute the integration of the XOR output to suppress the
interference composition in analog domain.

To understand our design, we recall the despreading pro-
cess described in § 4.2. The despreading result at the output
of the XOR gate includes three basic compositions: the de-
sired baseband, the suppressed interference and the product of
the two interference signals. We first remove the suppressed
interference using an RC-based LPF because they contain the
spreading codes that have much higher data rates (frequen-
cies) than the baseband. Then, the interference cancellation
circuit performs an integration operation over the rest of the
signals in order to remove the interference product composi-
tion. The interference cancellation process can be represented
as:

/OT [S1(1) B S2(2)] —2[Li (1) - L(r)] dt
T T

/b(t)dt—2/ L(t) - L(r)dt

0 0

/OTb(t) dt

According to Eq. 3, the product integration of the interference
signals is negligible due to their low correlation. Therefore,
the result of the interference cancellation is approximately
equal to the integration of the baseband signal. Further, as
the baseband comprises ones and zeros that are represented
by logical high and low voltages, we can discriminate the
baseband data according to the energy difference between
ones and zeros. Finally, the discrimination output is a digital
bit stream representing the baseband data and can be directly
handled by the MCU of the device.

Q

The interference cancellation circuit incorporates a DC
block capacitor and an analog linear integrator. The DC block
capacitor precedes the integrator in order to convert the po-
larity of the output signals of LPF from polar to bipolar. The
bipolar signals facilitate the subsequent integrator in perform-
ing integration.
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Figure 9: Experimental setup.

6 Evaluation

We describe the implementation experience of the passive
DSSS prototype in § 6.1 and discuss its power consumption.
In § 6.2, we evaluate the communication performance of pas-
sive DSSS and decide the baseline for subsequent evaluations.
Further, we evaluate passive DSSS with the interference from
real world environments and also estimate the communication
range of passive DSSS in § 6.3. We evaluate the performance
boundary of passive DSSS with stress-test in § 6.4. Finally,
we discuss the application case study in § 6.5.

6.1 Implementation

We implement our passive DSSS receiver prototype (Fig. 8)
with commercial off-the-shelf (COTS) components. We
employ the SAW BPF filters from NMRF (one is
890 MHz~915 MHz, the other is 920 MHz~925 MHz) to
distinguish between the two channels. The envelope detec-
tors adopt the Schottky diodes HSMS-285C. As the filters
and diodes are passive components, they do not consume
power. Further, the 1-bit digitization circuit is built with the
NCS2200 comparator. The pair of digitization circuits con-
sume 20 yA current. Next, the XOR gate is implemented
using SN74LV1T86 from Texas Instruments (1.25 pA cur-
rent consumption), and the cutoff frequency of the RC-based
LPF is set to twice the baseband frequency. Moreover, the
interference cancellation circuit employs a 10 nF DC block ca-
pacitor and comprises a power-efficient TSV6390 operational
amplifier in the integrator circuit (50 yA current consump-
tion). Finally, we use the nano-power comparator MAX40000
(12 uA) made by Maxim Integrated for the final discrimina-
tion. The output of the discriminator is a digital bit stream that
can be directly channeled to an MCU. Since the MCU does
not participate in the demodulation process of passive DSSS,
we do not consider MCU’s power consumption. According
to our measurement study, the passive DSSS receiver totally
consumes 166.5 uW power when operating with 1 MHz sig-
nal bandwidth and 2 V supply voltage. When commercially
adopted, the power consumption can be further reduced by
application-specific integrated circuit (ASIC) implementa-
tion [26, 39, 60].

]00 Conventional (1 channel)
i - ¥ - Conventional (2 channels)
—A— Passive DSSS (0dB gain)
—H&— Passive DSSS (10dB gain)
10_2 r —&— Passive DSSS (20dB gain)
=4
m
m
10—4 L
6 \
10" . . . % . )
0 5 10 15 20 25 30
SNR (dB)

Figure 10: Performance comparison. We choose the case of
conventional (2 channels) as the baseline.

6.2 Performance and Baseline

Figure 9 depicts the experiment setting where we employ a
USRP to send downlink transmissions to our prototype. The
received data stream is forwarded by the onboard MCU to
the laptop for bit error rate (BER) analysis. While passive
DSSS theoretically supports arbitrary digital coding schemes
of the baseband, we adopt pulse-interval encoding (PIE) in
the experiments for its wide adoption in many passive radios
like RFID. To evaluate BER, the USRP transmits one million
test bits on the downlink during each time of the measurement
to derive the average.

We evaluate the communication performance in terms of
BER with noise. Passive DSSS makes use of two channels,
whereas conventional receivers on backscatter devices only
use one channel for the downlink transmission. In our experi-
ments, we consider both conventional receivers and passive
DSSS receivers. We note that the passive DSSS receiver has
two symmetric antenna branches, in which each branch is
a conventional receiver. Thus, we can employ each antenna
branch of the passive DSSS receiver to act as a conventional
receiver that shares the same hardware and layout with pas-
sive DSSS. The difference is that the conventional receivers
receive non-DSSS signals from the gateway. Both receivers
used in the experiments utilize the same 500 kHz signal band-
width. In the evaluation, we use additive white Gaussian noise
(AWGN) to adjust SNR of the transmitted signals from the
USRP. The noise signals are applied across the entire signal
bandwidth.

Figure 10 plots the achieved BER of the conventional and
passive DSSS receivers. First, the conventional (1 channel)
case gives the measured result when we only use one of the
two receiving branches (we obtain the data from one of the
inputs of the XOR gate, see Fig. 7). Then, the conventional
(2 channels) case gives the results when both two receiving
channels are used for the conventional receiver, in which
the gateway transmits continuous waves (CW) on the other
channel so we can use the same circuit of passive DSSS to
demodulate the data. We observe that there is no obvious
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Figure 11: The measured backscatter downlink throughput achieved when RFID or LoRa interference exists. “switch-off” means

no interference. We adopt the 20 dB gain for passive DSSS.

BER difference between the single channel and dual channel
cases for the conventional receiver.

For passive DSSS, we first see the result of passive DSSS
with the 0 dB processing gain, which uses the two receiv-
ing channels but no spread-spectrum. The processing gain
refers to the ratio of the spread bandwidth to the baseband
bandwidth (i.e., O dB represents the ratio is 1). Although the
performance of passive DSSS (0 dB) has a slight improve-
ment when SNR is below 15 dB, its BER can be higher than
the conventional cases especially when SNR is high. This
is mainly due to the signal mismatch between the two chan-
nels. Specifically, the expectation of ideally synchronized
two channels is impractical due to propagation delay on the
RF chain of each receiving channel. Next, we maintain the
bandwidth and increase the processing gain to 10 dB. We
can see that the BER performance is significantly improved.
Finally, we also show the BER result of passive DSSS when
the gain is increased to 20 dB. As we expected, the higher
processing gain leads to improved BER performance because
a higher gain can distribute noise into a wider band during
the despreading process, thus resulting in a lower noise power
spectral density (PSD).

Moreover, we define the effective communication SNR
which is the SNR condition that can suppress the BER to
below the threshold of 1072, With 10 dB processing gain
passive DSSS is able to obtain an effective SNR improvement
of 6 dB, and with 20 dB processing gain it can obtain 12.8 dB
improvement. The primary cost is due to the inadequate per-
formance of the simple envelope detector which is inherently
prone to noise. Nevertheless, passive DSSS improves on top
of the limits of the conventional receivers, and shows bet-
ter and more controllable performance with the same coarse
envelope detector.

In our following evaluation, we choose to use the conven-
tional (2 channels) setting as the baseline to demonstrate the
comparative advantage of passive DSSS.

6.3 Real World Evaluation
6.3.1 Realistic Interference Signals

We evaluate the communication performance of passive DSSS
with realistic interference from real world. We consider the
interference signals from RFID and LoRa transmissions. We
employ RFID reader Impinj R420 and LoRa transceiver E32-
915T30S from EBYTE as interference sources in the exper-
iment, both of which are configured with 30dBm Tx power.
Further, we configure the USRP to transmit downlink data
to the receivers, where the passive DSSS transmission has
a 20 dB processing gain. We fix the distance between the
USRP and receivers at 4 m and vary the distance of the inter-
ference source (RFID reader or LoRa transceiver) from 8 to
16 meters away from the receivers. Finally, we switch off the
interference source and measure the downlink throughput as
a reference.

Figure 11 shows the downlink throughput measurement
results under the RFID and LoRa interference. Compared
with the baseline approach, passive DSSS can effectively im-
prove the throughput with both RFID and LoRa interference.
Further, we can see that passive DSSS can better suppress the
interference from RFID than LoRa, mainly because DSSS is
inherently suitable for suppressing narrowband interference
as the spreading code can distribute the power of the interfer-
ence signal to a wider band. The RFID interference signals
(typical spreading over 100 kHz) are narrower than those from
LoRa (250-500 kHz).

6.3.2 Communication Range

We evaluate the communication range of the passive DSSS
receivers in both line-of-sight (LOS) and non-LOS (NLOS)
scenarios. In the experiments, we employ a low-power ampli-
fier TLV9001 after the envelope detection to achieve a lower
receiving threshold for weaker signal cases. The amplifier
does not increase the SINR of the received signals as it also
amplifies noise and interference.

Figure 12 plots the experimental results with LOS. The
LOS experiment considers an outdoor street and the USRP
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Figure 12: LOS communication range.

conveys test bits to the receiver prototypes with 20 dBm trans-
mission power per channel. We incrementally move the re-
ceivers away from the USRP transmitter with 1m step length.
At each distance, we record the bits received by each receiver
to derive the BER. According to different BER thresholds,
we can identify three levels of the effective communication
range, i.e., excellent (BER<10~#), good (BER<10~3) and fair
(BER<107?). The figure demonstrates that passive DSSS
generally extends the communication range by ~2-3x when
compared with the baseline. In particular, the gain is 3x for
those communications at the level of “excellent”. This is rea-
sonable because passive DSSS uses a wider band to convey
the baseband, thus suffering from less noise and interference
effects in real environments.

Figure 13 plots the results from the NLOS experiment,
where we conduct the experiment in an indoor office. We
fix the gateway with 20 dBm transmission power and vary
the receivers across 8 different locations within the space as
shown in Fig. 13(a). At each location, we measure the BER
of the received data for all of the receivers. If the BER is
below 1072, we measure the received signal power (RSS)
at the location. We see that passive DSSS works with more
locations than the baseline, and discuss the results as follows:

* Atlocations #2, #4 and #7, only passive DSSS can work.
Passive DSSS receiver works with transmissions of RSS
as low as -46 dBm owing to its anti-noise capability,
while the baseline can only work when the RSS is higher
than -36 dBm. As a result, passive DSSS works for nearly
all measured locations while the baseline cannot work
for half of these locations.

At location #6, neither passive DSSS nor baseline can
work. This location suffers from significant deep fading
due to multi-path destructive interference, where both
passive DSSS and the baseline do not work.

6.4 Stress-test

To evaluate the performance boundary of passive DSSS, we
perform stress-tests with the prototype by manually imposing

Locations (#.)

(a) NLOS experiment locations ) \easured RSS when the BER is below 102

Figure 13: NLOS communication range.

interference and noise to the channels until the communica-
tion corrupts. We employ a USRP as the source of interfer-
ence.

6.4.1 Anti-Interference

In this section we evaluate the performance under interference
of different modulated signals. We consider RFID signals as
an example of amplitude modulation, LoRa signals as fre-
quency modulation and Wi-Fi signals as phase modulation'.
To this goal, we employ the USRP to measure real transmis-
sions from the above systems correspondingly and replay
the measured signals to interfere with passive DSSS (20 dB
processing gain). Figure 14 shows the measured BER of pas-
sive DSSS with the presence of the three interference signals,
respectively. We have the following three observations:

* Although the rationale of envelope detection is based on
the amplitudes of the signal envelopes, various types of
interference signals may lead to bit errors, because the
carriers have different phases compared to the downlink
transmission. As a result, although LoRa and Wi-Fi are
not based on amplitude modulation, the received down-
link transmission envelopes are still destructed when
interfered by those signals due to destructive superposi-
tion of the signal phases.

* The conventional receiver is more prone to the inter-
ference of the RFID and LoRa transmissions than the
Wi-Fi transmissions because those are narrowband inter-
ference signals (RFID over 100 kHz and LoRa over 250—
500 kHz) which have higher PSD. In contrast, the Wi-Fi
interference has lower PSD due to the wider transmis-
sion bandwidth (22 MHz) and its use of data whitening
to distribute the power evenly within the band.

* LoRa transmissions lead to the strongest interference.
We observe that RFID adopts amplitude modulation with
PIE encoding, and its interference is weak during the

'We switch the setting to the 2.4GHz band for testing the interference
from Wi-Fi signals.
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Figure 14: Stress test of interference from RFID, LoRa and Wi-Fi signals.

logic low in PIE symbols. LoRa signals use frequency
modulation which does not vary its amplitude, and leads
to persistent interference.

In general, compared with the baseline, passive DSSS pro-
vides ~5dB, ~13-15dB, and ~3dB gain for RFID, LoRa, and
Wi-Fi interference, respectively.

6.4.2 Interference Correlation

We evaluate the performance of passive DSSS with inter-
ference of different correlation coefficients between its two
communication channels. In the evaluation, we add the same
interference signal to both channels and apply AWGN to vary
the correlation coefficient between the two channels. Due
to the high anti-interference performance, the passive DSSS
BER is negligibly low when the SINR is above 3 dB (see
Fig. 14). We thus conduct the experiment with transmissions
of SINR = 3 dB and examine how the BERs vary when the
correlation coefficient across the two channels increases. Fig-
ure 15 plots the measured BER of passive DSSS with the
RFID, LoRa and Wi-Fi interference. We see that the BER in-
creases when the interference signals on the two channels are
more correlated, which is as expected because the despread-
ing quality of passive DSSS depends on the analog integrator
to remove the product of the interference compositions on
the two channels (Eq. 3). The performance degrades more
significantly with the RFID interference than LoRa and Wi-Fi
because the ASK signals may directly destruct the envelope
of passive DSSS transmissions in both channels.

6.5 Case Study

In this section, we demonstrate the benefit of passive DSSS to
practical deployment of backscatter systems in a case study
with two different types of deployment.

Monostatic deployment involves a backscatter gateway
that comprises the collocated Tx and Rx (Fig. 16(a)), where
the gateway transmits to the backscatter device on the down-
link and receives the backscattered transmissions on the up-
link. In such a case, the key constraint is that the downlink
range limits the coverage of the system. Passive DSSS can

effectively improve the downlink range and increase the cov-
erage. To test this, we incorporate a backscatter uplink with
1 kbps chirp modulation. When using the conventional re-
ceiver, the coverage of the backscatter system is limited to the
downlink range of 26 m. Passive DSSS improves the coverage
to 52 m. We observe that the uplink experiences good per-
formance within the extended coverage. The current gateway
Rx sensitivity is -97 dBm, which can be further improved to
below -130 dBm [15,24,49], which suggests more room of
improvement with further extended downlink range.

Bistatic/Multistatic deployment is used for long range
backscatter communication, where the Tx and Rx gateways
are separated (Fig. 16(b)). In practice, multiple Tx gateways
are often needed to interrogate the geographically distributed
backscatter devices. The short downlink range leads to small
coverage of each Tx gateway and as a result more Tx gate-
ways to cover the deployment area. The increased number
of gateways may further incur coordination problems among
those gateways and lead to higher deployment costs. Pas-
sive DSSS mitigates the problem by improving the downlink
range. In our experiment, passive DSSS receivers enable the
Tx gateway to achieve 4x the coverage area than using the con-
ventional receivers. The uplink distance can arrive at ~108 m
when the backscatter devices are located at the edge of the
downlink range.

7 Discussion

Bandwidth Usage. As passive DSSS needs two individual
channels to transmit the DSSS signals, the bandwidth usage
is doubled. Such an issue however is not significant since the
downlink to the backscatter devices is typically for control
purpose and thus the required bandwidth is small. Our proto-
type uses 500 kHz for each channel, which is comparable to
the bandwidth usage of other IoT communication techniques
like LoRa. In addition to that, the gateway can dynamically
adjust the bandwidth usage by varying the processing gain in
passive DSSS, e.g., the gateway may increase the processing
gain to improve interference resilience when detecting inter-
ference signals, or reduce the gain for saving the bandwidth
usage when the downlink experiences low interference.
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Support for Concurrent Transmissions. While some uses
of DSSS achieve concurrent transmissions with the CDMA
method, the current passive DSSS design does not support
concurrent transmissions because the spreading code is en-
tirely generated by the gateway, which means that all the
receivers share the same spreading code. As passive DSSS
only requires small bandwidth for each receiving channel,
future research may consider exploring frequency multiplex-
ing schemes like frequency-hopping spread spectrum (FHSS)
or frequency division multiple access (FDMA) to support
concurrent transmissions for passive DSSS.

Signal Jamming. We expect the proposed passive DSSS
to make the downlink of backscatter systems resilient to re-
alistic RF interference in practical IoT scenarios. As being
discussed in § 4, the interference signals in the two channels
are independent and can thus be suppressed by computing the
interference correlation. However, if the interference comes
from an intentional jamming source, where malicious attack-
ers send a pair of highly correlated interference signals into
the two channels, passive DSSS may be compromised. Simi-
larly, high-power interference may impair the SINR over the
entire frequency band and thus throttle the communications.
We leave the countermeasures to such malicious attacks to
future works.

8 Related Work

Passive Radio. There are tremendous existing works which
study the backscatter uplink of passive radios including the re-
search on improving the backscatter data rate [51,52], through-
put [16, 19,20, 65-67], range [43,49, 53, 54,56, 65], robust-
ness [33,59]. Another compelling direction of research ex-
plores the inter-operation between backscatter communica-
tion and existing wireless systems such as Wi-Fi [4, 18,25,
26,64,68], BLE [11, 18], Zigbee [29,44], LoRa [40,43,49],
FM [57] and LTE [5].

On the other hand, there are also a few works to explore
other out-of-band wireless channels to convey downlink data
to backscatter devices, including the use of the presence and
absence of Wi-Fi packets [25], the lengths of Wi-Fi transmis-

\\)\} (passive DSSS)

backscatter link

downlink
_(passive DSSS) l

Backsoatter
devices

RF carrier
— —>
Gateway (Tx) ~ 92m 108m  Gateway (Rx)

(b) Bistatic Deployment

Figure 16: Application case study for passive DSSS.

sions [64], reverse engineering of OFDM [ 18], perturbations
to ambient signals [22], and backscatter signals from other
tags [31,32,41]. In this paper, the proposed passive DSSS
presents a direct in-band solution to the downlink problem
and is able to support general backscatter communication
systems.

Functionality Offloading. The essential idea of backscat-
ter communication is one type of offloading techniques which
saves the power consuming RF oscillator in the uplink com-
munication. Recently, a series of works have made great ef-
forts to shift power-starving functionalities from backscatter
devices to the gateway side, including storage [48], computa-
tion [67], digitization [39,45], subcarrier generation [47] and
sensor control [28]. Passive DSSS by nature belongs to such
functionality offloading efforts and shifts the spread-spectrum
synchronization to the gateway.

9 Conclusion

This paper proposes passive DSSS to empower downlink
transmissions with interference and noise resilience for
backscatter communication systems. The proposed design
exploits interference suppression across two separate wireless
channels to achieve ultra-low power demodulation of spec-
trum spreading signals. The experimental evaluation with real
world interference demonstrates the effectiveness of passive
DSSS. We envision that the design of passive DSSS opens
a door to making passive communication more practical to
future wide area IoT systems and applications.
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