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ABSTRACT

LoRaWAN suffers dramatic performance degradation over
a long communication range due to signal attenuation and
blockages. To ensure reliable data transfer, LoRaWAN adopts
retransmission mechanism where an unacknowledged packet
is retransmitted multiple times in the hope of successfully
delivering the packet at least once over harsh wireless chan-
nels. This retransmission mechanism is ill-suited for LoRa: 1)
unsuccessful retransmissions lead to high power consump-
tion for battery-powered LoRa nodes, and 2) a retransmis-
sion at another time does not necessarily improve the signal
strength over harsh wireless channels.

This paper presents the design and implementation of
XCopy, which effectively improves the signal strength by
coherently combining retransmitted packets received over
weak links that would otherwise be thrown away. XCopy
develops and puts together novel algorithms to 1) accurately
identify the signal copies of the same packet over multiple
retransmissions in the presence of interfering packets, and
2) precisely align the signal copies (in time, frequency, and
phase) to ensure constructive combining, which turns out to
be very challenging in ultra-low SNRs, but made possible by
XCopy. Evaluations show that XCopy can deliver significant
SNR gains and yield higher packet reception ratio and longer
lifetime of LoRa nodes.
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1 INTRODUCTION

Recent years have witnessed a rapid development of Low
Power Wide Area Networks (LPWANSs) which emerge as a
new platform to connect Internet-of-Things (IoT) [3, 5, 26].
LPWANSs complement traditional IoT technologies (e.g., Wi-
Fi, ZigBee, 5G, etc.) with novel physical layer (PHY) designs
capable of offering low-power and long-range communica-
tion. For example, LoRa works in unlicensed bands and can
be powered by batteries for years. LoRa advertises that a sin-
gle gateway can cover tens of km?, connecting thousands of
IoT devices for long-term operations [41, 48, 51]. Given the
remarkable performance, LoRa applications are anticipated
to expand over 50 % per year [10, 20].

Despite the proliferation of LoRaWANs, many deployed
LoRa nodes suffer from weak link connection and degraded
performance in practice [7, 8, 29, 45]. For instance, in urban
scenarios, the coverage of a LoRa gateway can decrease dra-
matically due to signal blockage. The IoT nodes deployed in
the shadowing regions of gateways inevitably suffer weak-
ened signal strength which leads to high packet loss rates
and shortened battery life. A dense gateway deployment can
potentially increase coverage but incur high hardware costs.
Even for a well-planned network with adequate coverage,
LoRa nodes may still suffer packet losses due to interference
and channel errors. Besides, if LoRa nodes have to be de-
ployed deep inside buildings (e.g., smart-metering use cases),
the signals can attenuate severely after passing through con-
crete walls and may not reliably reach any gateways even
using the highest transmit power.

The current LoRaWAN acknowledges a packet if the packet
is received with no bit error, otherwise it discards the cor-
rupted packet and waits for retransmission. However, re-
transmission over weak links can consistently experience
poor signal quality, which seldom delivers retransmitted
packets with good enough Signal-to-Noise Ratios (SNRs).
The latest work (NELoRa [25]) can relax SNR requirements
of LoRa packet demodulation using Al enhancement. Recent


https://doi.org/10.1145/3570361.3592516
https://doi.org/10.1145/3570361.3592516
https://doi.org/10.1145/3570361.3592516

ACM MobiCom ’23, October 2-6, 2023, Madrid, Spain

(R) ((-1:))

| o Pkt.?
»#1

Symbol power combination | i« snRrs

Decoding

threshold SNR Gains

Tetection o~ T T 7T
threshold Time

(b)

Figure 1: (a) XCopy combines signal power from multi-
ple retransmissions; (b) XCopy fills the SNR gaps be-
tween packet detection and decoding.

time

multi-antenna multi-gateway designs (Charm [7], MALoRa
[17]) improve signal strength for weak packets with antenna
diversities. But the SNR improvement for retransmitted pack-
ets can still be insufficient to cross the SNR thresholds of
packet reception in harsh environments (e.g., <—20 dB).

By examining corrupted packets, we find that although
the signals of every retransmission remain in low SNRs insuf-
ficient for packet reception, the weak signals can be sampled
by a LoRa radio and provide partial information about the
packet. If we can combine the weak signals of multiple re-
transmissions, rather than discarding them as the current
LoRaWAN does, we may increase the signal quality. As more
packets are retransmitted and combined, the SNRs can grad-
ually exceed the threshold needed for successful packet re-
ception as illustrated in Figure 1(a).

In this paper, we present XCopy — a system that allows
LoRa nodes to combine signal power across multiple retrans-
missions for reliable communications. At a high level, XCopy
exploits the fact that a LoRa radio requires sufficiently high
SNRs to decode a packet, but can detect the packet at much
lower SNRs. Although a detected packet cannot be decoded
yet, XCopy can aggregate signal power from multiple re-
transmissions by coherently combining their signal copies.
Theoretically, we can expect 3 dB SNR gains as the number
of transmissions doubles. A sender can retransmit a packet
sufficient times until the SNR of combined signals exceeds
the threshold of packet decoding. Each transmission can be
effectively used and contribute to higher SNRs. Ideally, once
a packet can be detected, the packet can be successfully re-
ceived eventually, as illustrated in Figure 1(b). The SNR gain
can be further boosted, if multiple antennas can be used to
collect retransmitted packets and effectively combined. By
leveraging M antennas to receive N retransmitted packets,
XCopy can potentially combine M X N packets and deliver
near-linear improvement (i.e., from M X 1 to M X N) over
the latest multi-antenna multi-gateway designs.

However, it entails substantial challenges to implement
XCopy in practice. Unlike multi-antenna systems that syn-
chronously receive multiple copies of the same packet, re-
transmitted packets arrive at different times and may overlap
with the (re)transmissions of other nodes. It is non-trivial
to identify retransmitted signals of the same packet, as the
node IDs of packets cannot be decoded in ultra-low SNRs.
Moreover, due to clock drifts of LoRa nodes and time-varying

X. Xia, Q. Chen, N. Hou, Y. Zheng, M. Li

channels, signal copies of retransmitted packets may have
heterogeneous time, frequency and phase shifts, which can
lead to incoherent signal combinations and adversely affect
signal SNRs. It is essential but challenging to synchronize
time, frequency and phase among retransmitted signals to
ensure constructive combining especially in ultra-low SNRs.

XCopy develops a novel technique that is able to aggre-
gate signal power of an entire packet to combat low SNRs.
We exploit the fact that retransmitted signals of the same
packet would have high similarities in corresponding chirp
windows, despite that they may differ in frequency and phase
because of channel variations and clock drifts. XCopy detects
similarities between two signals by applying a conjugate mul-
tiplication. If the two signals are from the same packet and
well-aligned in time, an identical tone-frequency would be
detected from different chirp windows of the packet, which
can accumulate signal power of the whole packet into a sin-
gle frequency bin. Otherwise, different tone-frequencies are
produced in different windows and the signal power will be
dispersed. XCopy searches for the highest power peak in
frequency domain to identify retransmitted signals of the
same packet and align frame timing among multiple signal
copies. While two retransmitted signals are aligned in time,
the frequency and the phase of the highest peak indicate the
frequency and the phase differences between the two signals.
XCopy estimates frequency and phase differences from the
highest peak (i.e., with signal power of the whole packet)
and compensates accordingly to synchronize the frequency
and the phase among retransmitted signals.

In addition, XCopy needs to handle a unique challenge
related to the heterogeneous Sampling Timing Offsets (STOs)
of retransmitted LoRa packets termed STO heterogeneity.
STOs add packet-variant symbol-dependent phase shifts to
received LoRa chirps. XCopy mitigates the impact of STO
heterogeneity by leveraging the fact that the STO of a packet
is upper-bounded by the sampling time interval of a receiver.
XCopy increases the signal sampling rate and refines frame
timing alignment with over-sampled signals to reduce the
span of STOs among retransmitted packets. According to our
results, the impact of STO heterogeneity can be effectively
mitigated when LoRa packets are sampled at a sampling rate
higher than 3x of the signal bandwidth.

We implement XCopy on software define radio platforms
(i.e., USRPs and RTL-SDR dongles) and build a testbed consist-
ing of one gateway and 40 commodity LoRa nodes deployed
in an urban environment. We collect data from more than
200 links to evaluate XCopy in diverse channel conditions.
Results show that XCopy can yield >10dB SNR improve-
ment and >40 % coverage extension for LoRaWAN in urban
settings. XCopy can be integrated with LoRaWAN stacks
and work on top of the latest multi-antenna multi-gateway
designs to deliver extra SNR gains at reasonable computation
and storage overheads.

In summary, this paper makes the following contributions:
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o We introduce PHY retransmission as a new paradigm
for SNR enhancement of weak LoRa connections by
constructively combining weak signals of retransmit-
ted packets that would otherwise be wasted.

e We devise strategies for LoRa packet detection, signal
calibration and synchronization under ultra-low SNRs.

e XCopy complements the state-of-the-art and can im-
prove reliability with >10 dB SNR gains when existing
techniques can no longer reliably connect.

2 A PRIMER ON LORA

LoRa PHY. LoRa is a physical layer (PHY) technique that
adopts Chirp Spread Spectrum (CSS) for modulation. A chirp
signal has time-varying frequencies, where the frequencies
increase (up-chirp) or decrease (down-chirp) at fixed rates
to sweep a spectrum. CSS uses frequency-modulated up-
chirps to represent symbols. A modulated chirp signal can
be represented as follows.

S(t, fogm) = 2B i frumt = O(¢) - el humt (1)
Here, C(t) = e/27(5t= %)t i5 a base chirp whose frequency
increases from —% to BY k denotes the frequency increase
rate and fsm, is the frequency shift of a modulated symbol.
To demodulate a chirp signal, we need to first dechirp the
signal by multiplying with the conjugate of a base chirp
(i.e, C71(t)), followed by a Fast Fourier Transform (FFT) to
extract the encoding frequency of a symbol (i.e., fsym)-

The LoRa PHY uses two parameters, ie., spreading factor
(SF) and bandwidth (BW), to adapt data rate and communica-
tion reliability. Generally, a large SF and narrow bandwidth
modulate symbols with long chirps, which can improve re-
silience to poor channel conditions at the cost of long trans-
mission time and high energy consumption.

Packet structure. A LoRa packet is composed of a pre-
amble, an optional header, a payload and a two-byte CRC
calculated from the payload data. The preamble consists of a
varied number of base chirps, followed by a two-chirp syn-
chronization word and 2.25 down chirps as a Start Frame De-
limiter (SFD). A LoRa radio detects a packet by detecting the
presence of LoRa preamble and uses the preamble for frame
synchronization (e.g., frame timing, frequency and phase
calibration) [4, 44]. Upon detecting a preamble, a receiver
detects SFD to identify the start of payload and next demod-
ulate and decode the payload. The CRC will be checked by a
receiver to validate the integrity of received data.

Retransmissions in LoORaWAN. The LoRaWAN MAC
supports confirmed-data as well as unconfirmed-data mes-
sages [30]. Unconfirmed messages require no acknowledge-
ment, which is designed for good channel conditions and
loss tolerant scenarios. If communication reliability is of con-
cern, confirmed message type shall be adopted. A receiver
acknowledges a confirmed-data message if the received data
pass CRC check. Otherwise, the message needs to be re-
transmitted. LoRaWAN recommends a maximum of eight
retransmissions.
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3 WHY PHY RETRANSMISSION?

The LoRaWAN MAC acknowledges confirmed-data mes-
sages at a per-packet basis. Any received packet failing to
pass CRC checks will be discarded and requires retransmis-
sion. This MAC-layer mechanism requires that all payload
data of a packet must be correctly received from a single
transmission. It can be effective when the physical channel
keeps in relatively good SNRs or when a channel varies be-
tween good and poor SNRs over time (e.g., mobile scenarios)
where transmission in good SNRs is likely to deliver packets
successfully. However, for some weak links with severe sig-
nal blockages (e.g., inside buildings and urban settings), the
physical channel can continuously experience extremely-low
SNRs (e.g., <—20 dB). Retransmission at the lowest data-rates
(i.e., SF12) with the maximum number of attempts would still
result in zero packet reception as shown in Figure 2. MAC-
layer retransmissions in such cases seldom improve packet
reception performance, which simply waste radio resources,
e.g., battery power, duty-cycle quota, etc.

An interesting observation is that though packet trans-
mission over weak links may not yield a successful packet
reception, the packet signals can still be sampled and detected
by the receiver radio. We empirically measure the minimum
SNRs required by a LoRa radio (i.e., Semtech SX1276) for
packet detection and decoding, respectively. As displayed
in Figure 3, LoRa radio is capable of detecting packets at
lower SNRs than the SNR thresholds of packet decoding.
In particular, if we exploit the unique signal structure of
LoRa preamble to detect with longer windows, it may detect
packets at even lower SNRs as shown in Figure 3.

We propose to aggregate multiple retransmissions to im-
prove LoRa communication over weak links. The intuition is
that, although the signal strength of each transmission can
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be weak and insufficient for packet decoding, we may add up
retransmitted signal copies to increase SNRs. As such, every
retransmission of a packet can contribute SNR gains to the
successful decoding of the packet. As more transmissions
are coherently combined, it could potentially yield an SNR
gain of >10 dB improvement! Moreover, as the sensitivity of
packet detection increases with the window length of pream-
ble detection, we may configure a LoRa packet with a long
preamble and enlarge the detection window to push the SNR
threshold of packet decoding downwards to the physical
limit and further increase the SNR gain. It is promising to
break the SNR barrier of LoRa communications and boost
the data transmission reliability over weak links.

4 XCOPY DESIGN

4.1 Overview

XCopy is a PHY retransmission strategy for LoRa that is ca-
pable of aggregating signal power of multiple transmissions
to achieve reliable communication over weak links. A sender
retransmits the PHY signals of a LoRa packet and configures
the packet with a long preamble to assist packet detection.
The length of preamble and the number of retransmissions
are adapted to strike a balance between reliability and com-
munication overhead. At the receiver side, XCopy coherently
combines the received signal copies to enhance SNRs and
decode the packet with enhanced signals.

Without loss of generality, we model the received signal
of a symbol S(t, f;ym) as below.

y(t) = ae? - e I2erol L S(t+ 140, fiym) + (1), (2)

where a and ¢ represent the amplitude attenuation and phase
change of signals caused by communication channel, f;r,
is the central frequency offset (i.e., CFO) between a sender
and a receiver, 75, denotes the time gap between signal
arrival and signal sampling of a receiver (termed Sampling
Timing Offset (STO) [44]), and n(t) denotes noises. Suppose
a packet is transmitted through a weak link for n times.
XCopy combines n signal copies of the symbol to increase
SNRs, which can be represented in the following.

Y(t) = Zwi i (b), 3)

where y;(t) stands for the received signal of the i*" trans-
mission and w; is a weight adjusted according to channel
condition and signal quality of y;(¢).

Note that different transmissions generally differ in CFO,
STO and channel conditions, due to frequency drifts of LoRa
radios and channel variations. Retransmitted signals may
have frequency and phase shifts which can lead to destruc-
tive incoherent signal combining and harm the SNRs of Y (t).
XCopy needs to estimate the frequency drift and phase dif-
ference among the raw signals of n transmissions and com-
pensate for the frequency and phase misalignment. Ideally,
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we expect that compensated signals shall have the same fre-
quency and phase so that the signal power of n transmissions
can be combined constructively for the highest SNRs.

XCopy addresses unique challenges in signal combining
across retransmissions. Firstly, as retransmissions take place
at different times, the retransmissions of a packet may over-
lap with the (re)transmissions of other packets. XCopy needs
to correctly identify the retransmitted signals of the same
packet and strictly synchronize frame timing, frequency and
phase among multiple signal copies. However, it is challeng-
ing to detect and synchronize retransmitted packets in the
presence of interference of other transmissions, especially
in ultra-low SNRs (addressed in §4.2). Secondly, as retrans-
mitted LoRa packets may experience time-varying channels
with heterogeneous frequency and phase drifts, how to mit-
igate their adverse effects on signal combination is critical
(handled in §4.3). We investigate the problems in detail and
present novel solutions in the following.

4.2 Coherent Combining across
Retransmissions

(1) Detecting presence of packets. XCopy takes advantage
of long LoRa preambles to detect the presence of weak pack-
ets. The basic idea is that as LoRa preamble consists of several
identical base-chirps, a preamble after being dechirped would
produce the same tone-frequency in consecutive chirp win-
dows as shown in Figure 4(b). By performing FFT at different
windows, we can detect repetitive power peaks pinpoint-
ing the same frequency, which indicates the presence of a
packet. If the signal power of a single chirp window cannot
be detected, we may enlarge the detection window (DW)
to aggregate more samples of multiple chirps, which can
accumulate more signal power and generate a higher FFT
peak (Figure 4(c) and (d)). By sliding the enlarged detection
window over received signals, we can detect the desired sig-
nal patterns of LoRa preamble even in ultra-low SNRs as
displayed in Figure 4(e). We note that the length of LoRa
preamble is configurable. The maximum number of identical
base-chirps in a preamble supported by a commodity LoRa
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radio (e.g., Semtech SX1276 [37]) can be up to 65,535 chirps.
By default, XCopy configures the length of preamble and de-
tection window to 8 chirps and 4 chirps respectively, which
balances the detection sensitivity and the communication
and computation overhead.

(2) Coarse estimation of frame timing. Once a packet
is detected, XCopy needs to detect the frame timing to en-
sure correct chirp-level combination of retransmitted signals.
Intuitively, we can use the frequency detected from preamble
to infer the frame timing of a packet, according to the rela-
tionship between chirp frequency and time. As illustrated in
Figure 5(a), suppose a detection window deviates An samples
from the chirp edge of preamble and the sampling rate is F.
The signal in the detection window is C(t + An - %S) which,
after dechirping, gives a frequency f = k - An/F;, where k is
the frequency increase rate of chirp. We can obtain f from
the FFT results of a detection window, and infer the offset
between detection window and chirp edge as An = f - F/k,
from which the timing of chirp edge can be estimated.

We use the above method to detect chirp edges of the
preamble shown in Figure 4. We see that some edges are
detected before the start of preamble as displayed in Figure
5(b). This is because as we slide a detection window (e.g.,
four-chirp long) across received signals, early power peaks
can be produced when a preamble is partially included in
the detection window (e.g., <4 chirps). While the detection
window totally moves in preamble, the peaks can get higher.
Ideally, the first peak with the highest power indicates the
start of preamble (see Figure 5(b)). We may intuitively de-
tect the starting point using a power threshold. However,
our empirical study shows that threshold based detection
can mistakenly detect early/late peaks as the first base-chirp
in the preamble, leading to chirp-level misalignment (i.e.,
chirp errors). Besides, we observe that frequency detection
of preamble chirps in ultra-low SNRs is vulnerable to noise
distortions, which can cause sample-level deviations to the
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estimated chirp edges (i.e., sample errors). It may even pro-
duce heterogeneous frame timing errors for different retrans-
mitted packets. Simply enlarging detection windows (e.g.,
DW=8x or 12x) does not reduce such detection errors as
shown in Figure 6(a). Despite that, the results give coarse
estimations of the frame timing. As plotted in Figure 6(b,c),
most estimations are within +2 chirps of the groundtruth.
We can launch refined searches in a confined range to find
the correct frame timing.

(3) Synchronizing signal timing, frequency and phase.
While it can be hard to improve frame timing detection with
a single packet, can we leverage the retransmission opportu-
nity to mitigate timing errors? A key insight is that as XCopy
retransmits a packet with identical PHY signals, the received
signal copies of multiple retransmissions should have strong
correlations with each other. Ideally, a high correlation peak
can be detected when the frame timing of two signal copies
are aligned. We try to use a conventional correlation detec-
tion method to align frame timing for retransmitted signals.
However, we can hardly detect correlation peaks in time
domain when signal SNRs are ultra-low. Even for signals
with good SNRs, the detected correlation peaks still devi-
ate from the real alignment points by a number of samples.
This is because retransmitted packets may experience dif-
ferent channels, CFOs and STOs [4, 44] in practice, due to
channel variations and clock drifts, which can add heteroge-
neous frequency and phase changes to retransmitted signal
copies. The frequency misalignment of retransmitted signals
would alter the detected locations of correlation peaks (i.e.,
timing errors), owing to the inherent relationships between
frequency and time of LoRa chirps.

XCopy presents a new method that can best utilize the sig-
nal structure of retransmitted packets to not only align frame
timing but also synchronize frequency and phase across re-
transmissions in ultra-low SNRs. We leverage the fact that if
two signal copies of the same packet are aligned in time, high
similarities between signals of corresponding windows can
be detected from any parts of the packet (e.g., preamble, SFD
and payload). Without loss of generality, given two signal
copies y; (t) and y,(t), XCopy uses a conjugate multiplication
to detect similarities between the two signals as follows:

y1(t) - y5 () = [lhy - hy|| - e /2RI eI09), (4)

where (-)* denotes a complex conjugate and background
noises are omitted. h; and h; represent the channel impacts
of two transmissions, while || h; - b} || indicates the magnitude
of the multiplied signals. A f and A¢ represent the frequency
and phase differences between y;(t) and y,(¢) because of
CFOs, STOs, and frequency and phase drifts.

Note that if two signal copies of the same packet are
aligned, the conjugate multiplication in Eq.(4) can totally
remove the common chirps and produce a tone-frequency
as illustrated in Figure 7(a). We can next take an FFT to
aggregate signal power from not only preamble, but also
other parts of a packet (e.g., SFD and payload) into a single
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frequency bin, which produces the highest power peak. In
contrast, if two signals are misaligned by a few samples, the
signal power of misaligned samples would leak out from the
main tone-frequency, resulting in decreased power peaks. As
the timing misalignment enlarges, diverse tone frequencies
will appear in different chirp windows depending on the
frequency difference between the misaligned chirps. In this
case, the signal power of a packet is dispersed into multiple
frequency bins and cannot be accumulated to surpass the
noise floor as shown in Figure 7(b). In summary, the highest
frequency peak indicates an alignment of frame timing.

In practice, XCopy uses a sliding window to calculate
Eq.(4) with different time offsets of two signal copies, which
can produce a result as displayed in Figure 8. XCopy then
searches for the highest frequency peak to precisely align
frame timing among signal copies of retransmitted packets.
Compared to a conventional correlation based detection, the
conjugate multiplication method is able to produce the high-
est power peak which indicates the correct timing alignment
of two signals even when there are frequency shifts between
the two signal copies because of CFOs. Besides, Eq.(4) pro-
vides additional information (i.e., Af and A¢), which can be
used to estimate frequency and phase differences between
the two signals. We can extract Af and A¢ from the highest
peak shown in Figure 7(a) and compensate accordingly to
synchronize frequency and phase between the two signals.
By compensating for the frequency and phase differences, we
can ensure that the combined signals will add constructively
and thereby effectively increase SNRs of the weak packet.

(4) Packet grouping and combining. In practice, the
transmissions of different LoRa nodes can interleave in time,
which may interfere the signal combining of multiple retrans-
missions for a target packet. To ensure coherent combining,
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XCopy needs to identify and combine the retransmitted sig-
nals that belong to the same packet (i.e., packet grouping). If
node IDs of packets were available, we can separate inter-
leaved packets and group the packets according to their node
IDs. However, this method requires relatively high SNRs to
decode node IDs and may fail in ultra-low SNRs.

XCopy takes advantages of the PHY signal features of
LoRa packets to separate interleaved transmissions in low
SNRs. A key insight is that the packets of different nodes
would generally carry different chirps in the payload (e.g.,
different node IDs and encoded data). If we apply Eq.(4) to the
signals of different packets, diverse tone frequencies would
appear in different chirp windows, similar to the situation
displayed in Figure 7(b), even when the frame timing of two
packets are aligned. As such, it would be less likely to detect
high power peaks above the noise floor if two signals are
from different packets. Said differently, if a high power peak
is detected, we can ensure that two signals are from the same
packet with a high confidence. Based on this observation,
XCopy uses the detection results of Eq.(4) to classify the in-
terleaved transmissions of different nodes into packet groups,
where each group contains retransmitted signal copies of the
same packet. Signal combination is performed within each
group to enhance SNRs of received packets.

4.3 Mitigating STO Heterogeneity

As a receiver samples wireless signals at discrete time, the
time offset between signal arrival and signal sampling termed
Sampling Timing Offset (STO) would add identical frequency
shift but heterogeneous phase shifts to different symbols of
the same packet [44]. The frequency shift of STO is coupled
with CFO. We can use Eq.(4) to estimate and compensate
the overall frequency difference of STO and CFO in between
retransmitted packets. However, as the phase shift of STO
differs across symbols, we cannot use the same method to
uniformly remove the phase difference of STO. XCopy has to
address the heterogeneous phase impacts of STOs to ensure
good SNR gains for LoRa signal combination.

As STO can differ across retransmissions in general, the
STO difference between two packets determines how their
signals are combined (in-phase or out-of-phase). We empir-
ically investigate the impacts of STO difference on LoRa
signal combination and examine SNR gains on a per-chirp
basis as plotted in Figure 9. We see from Figure 9(a) that
chirp combination generally has high SNR gains when the
STO difference of two packets is small. While STO difference
enlarges, the SNR gains can vary dramatically across differ-
ent chirps of a packet. For instance, when STO difference is
0.75% of a sampling interval, combining two copies of sym-
bol #122 can get near 3 dB SNR gain. Whereas for symbols
#16 and #213, the SNR gains become negative (see Figure
9(b)). Interestingly, we can always get high SNR gains (close
to 3 dB) across all payload chirps as STO difference decreases
to 0.125x% of a sampling interval as shown in Figure 9(b).
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symbols in various STO differences (Azg;,).

Theoretically, an STO in 74, can alter the phase of a chirp
by ¢sto = 27 fyTst0, Where f represent the initial frequency
of the chirp. Let Az, denote the STO difference between
two packets. The phase difference of STOs between the cor-
responding chirps of two packets can be estimated as below.

A(Psto = 2”]‘(‘)(Tstal - TstoZ) = 27Tf6ATsto~ (5)
We see that the phase difference (i.e., Ags;,) is determined
by both f; and At If A@sso is small, two signal copies of a
symbol can be combined coherently with the optimal SNR
gains. Figure 10 illustrates the joint effects of Ary, and f;
on signal combination of different LoRa chirps according to
Eq.(5). Generally, large STO difference (Az;;,) produces large
phase difference. A chirp with large initial frequency (f;)
can amplify the phase difference of STOs. As f; is bounded

within —% ~ %, we have the following inequalities.

—(Atst0 - BW) X 1 < Asro < (Atspo - BW) X (6)

Therefore, if the STO difference between retransmitted pack-
ets (i.e., Atg0) is reduced, the phase difference can be bounded
within a small range. For instance, when Aty decreases
to 0.125% of ﬁ, the maximum phase difference would be
less than 22.5° which can ensure coherent combination for
all symbols of the packet, as illustrated in Figure 10. It en-
courages us to reduce STO difference among retransmitted
packets to avoid the adverse effects of STO heterogeneity.
Note that STO is caused by the discrete ADC sampling
of a receiver. The STO difference between any two packets
is physically bounded within one sampling interval. Based
on this observation, we can increase the physical sampling
rates of receiver to limit the upper-bound of STO difference.
Theoretically, if sampling rate is higher than 1.5 times of
LoRa bandwidth (i.e., 1.5XBW), the STO difference (Azg;,) is
smaller than m and STO-induced phase differences (i.e.,
A@sto) would be less than 120° for any symbols according to
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symbol SNR gains in various sampling rates.

Eq.(6), which is sufficient to ensure non-destructive add-up
of signal power for all symbols of the packet. While sampling
rate exceeds 3XBW, the maximum phase difference is less
than 60° which can result in constructive add-up of symbol
power for most cases.

To investigate the effects of sampling rates (Fs) on reduc-
ing STO heterogeneity, we receive 1,000 LoRa packets (SF8,
BW250 kHz) with different sampling rates. We align frame
timing of packets and measure their STO difference. As plot-
ted in Figure 11(a), the measured STO differences distribute
in0~ 1%3 for all cases. As sampling rate increases, the STO
difference decreases proportionately. Decreased STO differ-
ences can effectively reduce phase difference between signal
copies of symbols, which is helpful to constructive add-up
of signal power. As displayed in Figure 11(b), high sampling
rates help reduce the variance of SNR gains across symbols.
We can get consistently high SNR gains for all symbols as
sampling rate exceeds 3x of LoRa bandwidth.

Note that commodity LoRa radios (e.g., SX1276) sample
signals at a rate higher than the bandwidth of LoRa packets
[37]. In practice, we can adequately re-sample the raw signals
(e.g., using fractional resampling) and apply Eq.(4) on the
over-sampled LoRa signals to align frame timing of packets
in fine-grained scales, which can bound the STO difference
between packets within desired small gaps.

4.4 Putting All Together

Figure 12 illustrates the workflow of XCopy which involves
three key steps, i.e., packet detection, signal combination and
packet decoding.

An XCopy empowered receiver senses wireless channel
with high sampling rates and uses large detection windows
to detect the presence of a LoRa preamble. From the power-
accumulated frequency peak of a large detection window,
XCopy is able to estimate the coarse frame timing and SNRs
of a received packet. Signals of non-LoRa transmissions will
be filtered out at this step. If the SNR of a LoRa packet is
high enough, XCopy will skip signal combination and try to
decode the packet directly. Otherwise, XCopy waits for the
retransmissions of the packet and proceed to the next stage.

In the second step, XCopy classifies the interleaved trans-
missions of different packets into diverse packet groups. It
ensures that only the signal copies of the same packet will
be combined together for SNR enhancement. XCopy aligns
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frame timing among retransmitted packets with the over-
sampled signals, which can remove the negative effects of
STO heterogeneity. With the timing-aligned signals, XCopy
estimates and compensates for frequency and phase differ-
ences among signal copies. Eventually, XCopy can adjust the
weights of multiple retransmitted signals (i.e., w;) according
to their coarsely-estimated SNRs, and coherently combine
the PHY signals of multiple retransmissions according to
Eq.(3). The SNR-enhanced signals are lastly fed into a stan-
dard LoRa decoder for packet decoding (i.e., Step 3), which
completes the reception of a weak LoRa packet.

Integrating with LoRa stack. XCopy performs retrans-
mission at a PHY layer. A transmitter stores the signal sam-
ples of a packet before receiving an ACK and retransmits
identical samples to facilitate signal combining in XCopy. Ac-
cording to the LoRaWAN specification [30], a packet will be
retransmitted at different frequency channels. If a packet re-
mains unacknowledged after two retransmissions, LoORaWAN
will adapt to lower data rates (e.g., increment SF). As XCopy
performs signal combining in the baseband, retransmissions
in different frequency channels can be combined together
for SNR gains since their signals will be uniformly down-
converted to the baseband. XCopy adapts the default retrans-
mission scheme of LoORaWAN by enabling more retransmis-
sion attempts with the same SF before changing to a slow
data rate. By combining multiple retransmissions, XCopy
can gradually converge the effective data rate to what the
wireless channels can support. Specifically, to handle ACK
losses over a weak link that will not be retransmitted in Lo-
RaWAN, a maximum retransmission attempt for XCopy is
set based on historical link SNRs.

5 EVALUATION
5.1 Methodology

Implementation & Devices. We implement XCopy on Soft-
ware Defined Radio platforms with high-end USRPs (N210)
and low-cost RTL-SDR dongles, based on an open-source
LoRa project gr-lora [11]. We use USRPs as gateways to
receive signals from LoRa nodes and forward raw PHY sam-
ples to a workstation running XCopy for offline processing.
Besides, we connect RTL-SDR dongles to a laptop and move
to different locations to collect data traces in diverse SNRs.
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We build a testbed composed of 40 commodity LoRa nodes
and one gateway. LoRa nodes consist of Dragino LoRa shields
that are embedded with Semtech SX1276 radio. We connect
LoRa shields to Arduino Uno boards to configure the radio
chips. We deploy the testbed in our campus covering a 1.8 km
X 2.1km area in an urban environment. The gateway is
mounted at the roof of a tall building to serve LoRa nodes
deployed in the campus.

Experiment setup. We collect data traces from more
than 200 links connecting the nodes to the roof-mounted US-
RPs as well as the mobile RTL-SDR dongles. The links cover
wide ranges of channel conditions. We perform extensive
experiments to evaluate XCopy over two months, aiming to
answer the following three questions: (1) How much perfor-
mance gain can XCopy bring to LoRa packet decoding (§5.2)?
(2) What are the capabilities of XCopy on decoding weak
packets (§5.3)? and (3) How does XCopy perform in practical
networks (§5.4)? Unless otherwise specified, we configure
LoRa packets with default parameters as: central frequency
915 MHz, Spreading Factor (SF) 10, bandwidth (BW) 250 kHz,
Coding Rate (CR) 4/8 and payload size 64 chirps. The PHY
sampling rate of LoRa gateway is 1 MSps by default.

Benchmark. We compare XCopy with three benchmarks:
(1) LoRaWAN: the standard protocol with MAC layer packet
retransmission which is supported by existing commodity
LoRa devices; (2) Multi-gateway Charm [7]: a state-of-the-
art strategy that combines signals of multiple gateways for
weak packet reception; (3) Multi-antenna MALoRa [17]: the
latest research that leverages the MIMO capability of a multi-
antenna gateway to improve weak packet reception.

Metrics. We evaluate the performance of XCopy with
three key metrics: (1) Symbol Error Rate (SER) of packet de-
coding; (2) Packet Reception Ratio (PRR) of link communica-
tion; and (3) SNR threshold defined as the minimum SNRs of
a packet that can be decoded by XCopy, which characterizes
the decoding capability of XCopy.

5.2 Basic Performance

Retransmission gain. We first examine the performance
improvement of PHY retransmission on packet decoding. In
this experiment, we set up three links with SNRs of —20 dB,
—25dB and —30 dB, respectively. We transmit a packet over
the three links with different numbers of retransmissions
varying from 0 to 15 to investigate the impacts of number of
signal copies on packet decoding performance. The results
of zero retransmission are used for baseline comparison.
Figure 13(a) presents the Symbol Error Rates (SERs) of
packet decoding in different settings. We see that symbol
errors decrease in general as more retransmissions are used,
due to the power benefits of PHY signal combination. For in-
stance, a single retransmission can reduce SERs from 48.2 %
to 8.8 % for the link with —20 dB SNR. Such symbol errors
can be tolerated and corrected by error correction codes (i.e.,
Hamming codes). When a packet is retransmitted more than
three times, we can correctly decode almost all symbols as
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Figure 13: (a) Performance of XCopy with different retransmissions; (b) Comparison between XCopy and standard
LoRaWAN; (c) Comparison between XCopy, Charm and MALoRa with the same number of signal copies; (d) Packet
decoding performance (SNR=—30 dB) when XCopy and MALoRa are jointly used.

shown in Figure 13(a). As expected, we need more retrans-
missions for links with lower SNRs (e.g., 5 retransmissions
for —25 dB and >15 times for —30 dB). The number of retrans-
missions shall adapt to the channel conditions of a link to
ensure good performance on packet decoding.

Next, we evaluate the performance gain of PHY retrans-
mission over existing MAC-layer retransmissions adopted
by the LoRaWAN standard. We vary link SRNs from —35 dB
to —5dB by changing the transmit power and locations of
LoRa nodes. We transmit a packet repeatedly eight times
over each link. We use two packet settings: a fixed SF (i.e.,
SF10) for all SNRs and Adaptive Data Rate (ADR). When
ADR is enabled, we use SF10 for —5dB and —10dB, SF11
for —15dB and —20 dB, SF12 for <—20dB. XCopy adds up
the signals of eight transmissions for packet decoding. In
contrast, LoORaWAN decodes the packet with the signal of a
single transmission and selects the lowest SERs from eight
transmissions as the decoding results.

Figure 13(b) plots the SERs of LoRaWAN and XCopy in
various link SNRs. We see that with a fixed SF10, LoRaWAN
can decode packets when SNR is —15 dB, while XCopy is
able to correctly decode packets even when SNR decreases
to —25 dB. Similarly, XCopy pushes the minimum SNRs of
packet decoding from —20 dB to —30 dB when ADR is enabled.
It means that the combining of eight signal copies in XCopy
brings near 10 dB SNR improvement compared to the MAC
layer packet retransmissions of existing LoRaWAN.

Comparison with the state-of-the-art. In this exper-
iment, we compare XCopy with two closely related works,
Charm [7] and MALoRa [17], which combine signals of mul-
tiple gateways/antennas for SNR enhancement. For fairness,
we evaluate the packet decoding performance of XCopy,
Charm and MALoRa with the same number of signal copies.
We set up eight USRPs as gateways to receive. For Charm, we
place the gateways at different locations and configure them
with their asynchronous local clocks. We use the method
of Charm to synchronize the signals of eight gateways. For
MALoRa, we feed all USRPs with a common external clock
source which synchronizes signal receptions of eight re-
ceivers. For XCopy, we retransmit a packet seven times and
use eight signal copies of the packet from one gateway for
signal combination. We also decode the received signals of
each gateway without combination and choose the lowest

SERs of eight gateways as the results of standard LoRaWAN
for baseline comparison.

Figure 13(c) displays the SERs of four strategies under dif-
ferent SNRs. As expected, LoORaWAN has the highest symbol
error rates. Charm performs better than LoRaWAN because it
can combine the signals of eight gateways for SNR enhance-
ment. However, Charm suffers inaccurate signal calibration
in ultra-low SNRs, and produces higher SERs than XCopy
and MALoRa while SNRs decrease below —15dB. As MAL-
oRa uses synchronized USRPs to receive multiple copies of a
packet, the received signals are synchronized in nature. MAL-
oRa can perfectly combine eight signal copies to enhance
SNRs and yield the lowest symbol error rates as shown in
Figure 13(c). The performance of XCopy is quite close to that
of MALoRa. It indicates that XCopy can well synchronize
retransmitted signals and produce comparable performance
with MALoRa.

We note that as retransmission is complementary with
the multi-antenna approach of MALoRa, XCopy can work
together with MALoRa to further improve the performance
on weak packet decoding. Figure 13(d) evaluates the per-
formance of using XCopy and MALoRa jointly to decode
packets in —30 dB. We vary the number of retransmissions
from 0 to 15 and use multiple synchronized USRPs to re-
ceive. When XCopy and MALoRa are used together, we first
apply MALoRa to signals of multiple USRPs for each trans-
mission and then use XCopy to combine signals of different
transmissions. As plotted in Figure 13(d), the symbol error
rates reduce continuously as more retransmissions and more
receivers are combined. If a single receiver is used, XCopy
needs 15 retransmissions to deliver a 20 % SER. In contrast,
we only need 5 retransmissions to a 4-antenna gateway to
achieve comparable performance.

Comparison with LoRa ADR. This experiment com-
pares XCopy against a standard LoRa retransmission scheme
with Adaptive Data Rate (i.e., LoRa ADR). We set up 20 links
with SNRs varying from —30 dB to —15dB, i.e., five links for
each SNR. For LoRa ADR, we increase SF by one after two
retransmissions until a packet is successfully received. The
maximum retransmission attempt is eight. For XCopy, we
keep SF unchanged and combine retransmissions coherently
for packet decoding. For fair comparisons, we adopt the same
initial SF settings for XCopy and LoRa ADR and examine
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Figure 14: Comparisons with LoRa ADR (Adaptive Data Rate): (a) snapshot of retransmission energy when SF=8,
SNR=-25dB, (b) overall energy performance; (c) per-packet latency, and (d) link throughput.

the energy, latency and throughput performance of the two
strategies under different SNRs and initial SFs.

Figure 14(a) presents a snapshot of cumulative transmis-
sion energy for XCopy and LoRa ADR when SNR is —25dB.
We see that LoRa ADR needs 7 retransmissions. A packet
can be successfully delivered when SF is adjusted from 8
to 11. The overall energy consumption is 1,405 mJ. In con-
trast, XCopy only requires 5 retransmissions with a fixed SF8.
Thanks to the short packet air-time of SF8, the total energy
of XCopy is only 458 m]J. Note that LoRa ADR does not adjust
SF from 8 to 11 via multiple retransmissions for every packet.
Instead, it directly uses SF11 to transmit the following pack-
ets. However, due to the long packet air-time of SF11, the
energy cost can still be as high as 429 mJ, which is compa-
rable to the total energy of XCopy in six (re)transmissions
with SF8.

Figures 14(b-d) evaluate the overall energy performance,
packet latency and throughput of XCopy and LoRa ADR.
The two strategies perform the same when SNRs are high
or SFs are large (e.g., =15 dB or SF>10) because retransmis-
sions are not required. As link SNRs decrease to —20 dB and
—25 dB, multiple retransmissions are used in XCopy to en-
hance SNRs for every packet. LoRa ADR uses retransmis-
sions to adjust SF to a proper value for the first packet only
and uses the adjusted SF to transmit the following packets.
Though more retransmissions are used in XCopy than LoRa
ADR, the air-time of a packet in LoRa ADR is several times
of that in XCopy. As a result, the overall energy and latency
performance are generally comparable for the two strategies.

However, as SNRs further decrease to —30 dB, LoRa ADR
cannot deliver packets even with the largest SF12. XCopy
can still successfully transmit packets at low throughput.

Impact of sampling rate. The physical sampling rate of
a receiver (Fs) can affect STOs of received signals as well as
the effect of signal combination. This experiment examines
the impact of sampling rates on packet decoding. We set up a
link with SNR —20 dB and vary the sampling rates of gateway
from 250kSps to 1 MSps. Figure 15 presents the SERs of
XCopy in different settings. We see that for the same number
of signal copies, the SERs of XCopy decrease as Fs increases.
The main reason is that a high sampling rate can reduce
STO difference among signal copies, which is beneficial for
coherent signal combination of payload chirps. For a fixed
sampling rate (e.g., Fs=250kSps), the SERs of XCopy also
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decrease as more signal copies are combined because more
copies can provide more signal power for higher SNR gains.

Overhead analysis. Figure 16 evaluates the computa-
tional overheads of LoRaWAN, Charm, MALoRa and XCopy.
We run the four strategies on the same desktop computer
and measure the total time of packet decoding. Figure 16
displays the average time spent on decoding a symbol. We
see that XCopy has higher time overheads than other strate-
gies because it needs more time to detect and synchronize
signals among retransmissions in low SNRs. The average
time cost of symbol decoding, including signal processing for
packet detection and synchronization, is a few milliseconds.
The overhead increases as more signal copies are combined.
Considering the low duty cycle and long air time (second
level) of LoRa symbols, the decoding latency (i.e., tens of ms)
is acceptable in general.

We note that in addition to time overhead, XCopy can in-
cur high memory overheads. Upon detecting a weak packet,
XCopy needs to store incoming signals for the longest packet
length in multiple retransmission attempts. A large storage
volume is required. Fortunately, XCopy runs on gateways
that have sufficient resources to store and process signals.
Besides, it is feasible to accelerate computations with hard-
ware and upgrade storage volumes for a gateway in practice.

5.3 Capability Study

Packet detection capability. Recall that XCopy needs to
detect repetitive patterns (i.e., power peaks in the same fre-
quency bin) of a LoRa preamble to detect a packet. The capa-
bility of XCopy on packet detection can be affected by the
size of detection window, the number of detecting peaks and
the length of preamble as well. We change these factors in the
experiments and evaluate their impacts on packet detection
performance. The results are presented in Figure 17. We have
two key observations: (1) A small detection window may
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miss some weak packets, resulting in false negative errors
as shown in Figure 17(a). We need to enlarge detection win-
dows to improve detection reliability in low SNRs. (2) A large
detection window (e.g., DW=4 in Figure 17(b)) may detect
the same noisy peaks in successive windows and mistakenly
detect the patterns as LoRa preamble, i.e., false positive errors.
We can reduce false positive errors by increasing the number
of detecting peaks slightly larger than DW, e.g., 5 peaks for
DW=4, as shown in Figure 17(b).

Figure 17(c) plots the minimum SNRs of LoRa packets that
can be detected by XCopy with different preamble lengths.
We empirically set DW and the number of detecting peaks to
the maximum values supported by a given preamble length.
As expected, a packet with longer preamble can be detected
at lower SNRs, because longer preambles empower XCopy
to use larger detection windows which can aggregate signal
power of more preamble chirps to detect packets in weaker
signal strength. As shown in Figure 17(c), the SNR threshold
of packet detection (SF8) decreases from —14 dB to —23 dB
as preamble length increases from 8 chirps to 32 chirps. For
a given preamble length, the SNR thresholds can be lower
for packets with larger SFs since a larger SF corresponds to
longer symbol duration which is more resilient to low SNRs.

Packet decoding capability. In this experiment, we in-
vestigate the decoding capability of XCopy with different
numbers of retransmissions. We change configurations of
LoRa packets, i.e., Spreading Factor (SF), Bandwidth (BW)
and Coding Rate (CR), to study their impacts on decoding
capability. Figure 18 presents the minimum SNRs of packets
that can be correctly decoded in different settings. In general,
XCopy is capable of decoding packets in lower SNRs when
more retransmissions are used, as more retransmissions pro-
vide more signal copies for higher SNR improvements. For
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2
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(©) Offset (# of samples)

512 256 0 256 512
(b) Offset (# of samples)

Pkt Len* SF8 SF12 Fg* SF8 SF12

48 -13dB  -19dB 0.25 MSps | -13dB  -19dB
120 -15dB  -21dB 1 MSps | —17dB  —-23dB
240 -17dB  -23dB 2 MSps | —19dB -25dB

*Sampling rate: 0.25 MSps “Pkt Len: 48 chirps, BW: 250 kHz

Table 1: SNR sensitivity of XCopy in various packet
settings: long packets, high sampling rates help timing
detection in low SNRs.

LoRa packets with SF8, the SNR threshold decreases from
—12 dB to —24 dB as the number of retransmissions increases
from 0 to 15. The SNR thresholds can be even lower for
packets with larger SFs. For instance, the minimum SNRs of
decoded packets are —31 dB for SF10 and —35 dB for SF12 as
shown in Figure 18(a). By contrast, the decoding capability
of XCopy does not change much across different BW settings
(see Figure 18(b)). While Coding Rate (CR) affects the capa-
bility of a LoRa decoder on bit error recovery, the decoding
capability of XCopy increases by 1.9 dB on average as CR
changes from 4/5 to 4/8 as shown in Figure 18(c). However,
the SNR gains come at a cost of extra encoding overheads, as
CR 4/8 would require more symbols to encode redundancy
bits than CR 4/5.

Sensitivity study. Note that the packet synchronization
and grouping operations in XCopy can be affected by set-
tings of packet length and sampling rates. We set up experi-
ments to examine the impacts of these factors. Figures 19(a-c)
show the results of synchronization detection in —15 dB with
different sample offsets between the signals of two retrans-
mitted packets. As displayed in Figure 19(a), we detect no
peaks from the raw signals of a 48-chirp packet sampled
at 0.25 MSps due to the low SNRs. In contrast, clear power
peaks are detected as the packet length and sampling rate
increase. The peak’s magnitude drops dramatically when the
signals of retransmitted packets are misaligned by even a few
samples, as shown in Figures 19(b,c), indicating a high sensi-
tivity of synchronization accuracy. In Table 1, we measure
the minimum SNRs with which XCopy can correctly group
and synchronize retransmitted packets. We see that XCopy
can function effectively in ultra-low SNRs (e.g., <—15dB).
The SNR sensitivity generally improves as packet lengths
and sampling rates increase.



ACM MobiCom ’23, October 2-6, 2023, Madrid, Spain

R

ZRA
5 \

20

0.96

Eomn
<

SNR (dB)

>~ 048

0.24

0
0 024 048 072 096 1.2
X (km)

(b) Coverage of LoRaWAN (SF12)

Rl
(a) Target area
Figure 20: Coverage expanding of XCopy over standard LoORaWAN: Contour lines show the spatial distribution of

0
0 024 048 0.72 096 12

(c) XCopy with 7 retransmissions

X. Xia, Q. Chen, N. Hou, Y. Zheng, M. Li

SNR (dB)

0
0 024 048 0.72 096 12
X (km) X (km)

(d) XCopy with 15 retransmissions

SNRs, the area with reliable packet communication is marked in color blue.

5.4 Practical Performance

Communication range extension. This experiment exam-
ines the performance of XCopy on improving LoRa coverage.
To obtain the spatial coverage of LoORaWAN gateway in our
testbed, we divide a 1.2 kmx1.2 km target area shown in Fig-
ure 20(a) into 15X 15 grids and measure SNRs of LoRa signals
from the gateway at each grid. The target area includes chal-
lenging indoor and outdoor environments where wireless
signals are attenuated and blocked by concrete walls inside
buildings and basements. We plot the measured SNRs with
contour lines in Figure 20. The blue areas in Figure 20(b)
represent the coverage of LoORaWAN gateway when SF12 is
used for communications (packet retransmission is enabled).
For XCopy, we configure LoRa nodes to send packets (SF12)
with a 32-chirp long preamble and retransmit in each grid
for 7 and 15 times, respectively. The gateway runs XCopy to
combine all retransmitted signals for packet decoding. We
present the coverage of XCopy in Figures 20(c) and (d), where
a grid is marked blue if packets sent from the grid can be reli-
ably received (i.e., packet reception ratio > 90 %). Comparing
Figures 20(b) and (c), we see that XCopy has expanded LoRa
coverage from areas in SNRs of —18 dB to —31 dB. When 15
retransmissions are used, coverage area further extends to
SNRs of —35 dB. Many weak link connections in Figure 20(b)
can now communicate reliably. The overall coverage area
of LoRaWAN has been expanded by XCopy for 37.2 % and
43.4 % respectively when 7 and 15 retransmissions are used.

Performance on weak links. To study the performance
of XCopy on weak links, we examine three links from our
testbed, i.e, link #1 with SNRs in -37.6~-24.1dB, link #2: -
26.7~-17.1dB and link #3: -18.9~-4.3dB. The three LoRa nodes
wake up every hour to transmit 120-Byte data with a duty cy-
cle of 1 %. The bandwidth of LoRa communication is 250 kHz.
Spreading Factors are selected according to the SNRs of three
links. We collect a 5-day data trace of the three links and
replay the trace with XCopy and LoRaWAN respectively.
XCopy uses the same packet configurations for all retransmis-
sions; whereas LoORaWAN adapts data rate in retransmissions
following the standard [30]. The maximum retransmission
attempt is 8. We measure Packet Reception Ratio (PRR) and
delays for three links. We also record the active time of LoRa
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Figure 21: XCopy performance on weak links: (a)
Packet Reception Ratio, (b) Energy consumption of
end nodes, (c) Packet delays of correctly received pack-
ets, (d) A snapshot of retransmission times of Link #1.

radio and calculate energy consumption of end nodes based
on the datasheet of Semtech SX1276 [37].

Figures 21(a-c) compare XCopy and LoRaWAN in terms
of Packet Reception Ratio (PRR), energy consumption and
packet delays. We see that XCopy yields higher PRRs and, in
the meanwhile, consumes lower energy than LoRaWAN. For
instance, the PRR of LoRaWAN is 80.8 % on link #2, while
XCopy improves PRR to 100 %. LoRaWAN rarely receives
packets from link #1 (e.g., PRR<10 %). In contrast, 93.3 % of
the packets are correctly received by XCopy on link #1. Com-
paring the PRRs of three links as shown in Figure 21(a), we
find that XCopy is able to produce higher PRR improvements
for links in lower SNRs. More importantly, as XCopy effec-
tively uses the signals of every transmission, it can use fewer
retransmissions than standard LoRaWAN to achieve even
higher PRRs (e.g., link #1 in Figures 21(a) and (d)). As a result,
XCopy is capable of reliably delivering packets with lower
energy consumption and shorter time delays than LoRaWAN
as shown in Figures 21(b) and (c). In Figure 21(c), LoRaWAN
exhibits shorter packet delays on link #1 because the delays
of packets that cannot be received after 8 retransmissions
are not included in the results.

Scalability. In this experiment, we deploy 11 nodes in-
side a building connecting to a roof-mounted gateway. The
link SNRs vary from —27 dB to —22 dB. We configure nodes
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with a duty-cycle of 10 % (i.e., 10X larger than regular Lo-
RaWANS5) to mimic the communications of a large-scale net-
work (e.g., >100 nodes). The packet retransmissions of dif-
ferent nodes are overlapped in time, where the overlapping
(re)transmissions of different nodes can add interference to
the signal combination of a target packet. We examine the
performance of XCopy in the presence of interfering traffic.

Figure 22(a) presents the packet reception ratio of four
nodes, while other nodes in the network perform similarly
(not shown in the figure). XCopy can correctly identify the
retransmitted packets of each node and mitigate the impact
of interfering packets. Figure 22(b) focuses on the PRRs of
one node under interference from a varied number of in-
terfering nodes. We see that the decoding performance of
XCopy is mainly affected by the number of retransmission
attempts, e.g., 7 retransmissions yield higher PRRs than 3
retransmissions. With fixed retransmission attempts, PRRs
do not change much as the number of interference increases
from 0 to 10, indicating good scalability of XCopy.

In practice, LoRa nodes shall operate with duty cycles
lower than 1 %. Many nodes can communicate with different
SFs without interfering with each other. We believe XCopy
can effortlessly support a relatively large network consisting
of hundreds of LoRa nodes by assigning nodes with orthog-
onal SF and BW parameters.

6 RELATED WORK

Many measurement studies [29, 33, 38, 49] have shown that
the performance of LoRa degrades severely in urban set-
tings. Existing works [16, 24, 34, 35, 43, 46, 47] mainly focus
on parameter optimization for LoRa (e.g., spreading factor,
bandwidth, channel allocations, etc.). Chime [8] selects the
optimal channel frequency to improve SNRs. LMAC [9] re-
duces packet collisions at MAC layer to increase goodput.
Standard LoRaWAN (ADR) [30] and some studies (DyLoRa
[28]) adjust LoRa TX power and SF based on channel condi-
tions to improve reliability and energy efficiency. However,
FCC limits the maximum TX power. If communications with
the highest TX power and the largest SF still suffer poor
reliability, XCopy can provide further improvements.

Some works [2, 7, 17, 25] aim to improve LoRa commu-
nication over weak links. Falcon [40] extends LoRa cover-
age to the longest interference range by actively interfering
strong LoRa transmissions in a way similar to On-Off Keying
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(OOK) to convey information. OPR [2] exploits the hetero-
geneous bit errors at multiple gateways to recover a packet.
NELoRa [25] employs deep learning techniques to enhance
demodulation of weak LoRa signals. In contrast, XCopy im-
proves signal quality before demodulation/decoding. Charm
[7] combines weak signals of multiple gateways to enhance
packet decoding. MALoRa [17] exploits the multi-antenna
capability of LoRa gateways to boost weak packet reception.
However, the signal processing methods in existing works
cannot be applied to XCopy which addresses unique chal-
lenges involved in signal combining among retransmitted
packets in ultra-low SNRs.

LoRa backscatter systems send data by backscattering
frequency-shifted LoRa chirps. The backscattered LoRa sig-
nals become much weaker than active LoRa signals [14, 15,
22, 23, 32, 39]. Prior works (e.g., PLoRa [32], Aloba [13],
Saiyan [12], etc) develop novel algorithms and customized
hardware to facilitate the detection and decoding of weak
backscatter signals. XCopy differs from these works in that
it aims to detect and decode weak LoRa packets rather than
backscattered signals.

Our work is also related to researches on reliable data
transfer in wireless systems (e.g., WLAN and cellular) [1,
6, 19, 31, 50]. As retransmissions introduce extra overhead,
optimized strategies have been proposed to improve retrans-
mission efficiency. Some works [27, 36, 50, 52] propose to
only retransmit the symbols affected by corrupted bits to
increase retransmission efficiency. PPR [21], SOFT [42], and
LEAD [18] develop data correction schemes to recover error
bits for corrupted packets by using advanced coding schemes
or cross-layer optimization. To the best of our knowledge,
XCopy is the first study on coherent combining of retransmit-
ted LoRa packets that can work in ultra-low SNR scenarios.

7 CONCLUSION

This paper elaborates the design principle and implementa-
tion detail of XCopy, which boosts weak packet reception per-
formance by coherently combining multiple retransmitted
packets for reliable LoRa communication over harsh wireless
channels. XCopy puts together a set of novel techniques to
identify the signal copies of the same packet in the presence
of interfering packets, and accurately align the signal copies
by mitigating the impact of time, frequency as well as phase
variations so as to ensure constructive coherent combining
and improved signal strength. XCopy complements the latest
advances in LoRa communication by exploiting rather than
discarding the partial information hidden in signal copies
received over weak links, thereby turning the weak signals
that would otherwise be wasted into valuable signal strength
improvement of more than 10 dB. The SNR gain could trans-
late to higher throughput, longer coverage range, stronger
reliability of LoRa communication.
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